BCP and the New Audit/Attestation Standards

Business Continuity Planning (BCP)and Disaster Recovery Planning (DRP) are not and cannot be part of the scope of SAS 70 and the new audit and attestation standards from the American Institute of Certified Public Accountants (AICPA). BCP/DRP are critical elements of the risk management universe of every business and in some instances are required by current regulations. For every service provider, it is important to demonstrate their ability to continue processing should an unexpected event occurs. This is the case of ASPs and ISPs, SaaS and IaaS providers and also investment managers, hedge fund administrators, insurance claims processors, payroll processors and others.

The AICPA standards are primarily designed to satisfy the needs of users of financial/accounting information. Therefore, it is no surprise that there is a disconnect between the AICPA standards and the operational needs of businesses. BCP/DRP are considered “forward looking statements” (plans) that cannot be objectively measured or correlated to unequivocally identifiable controls. Therefore, their effectiveness cannot be evaluated unless the audit is conducted after an actual disaster that occurs in a relatively periodic basis.

The current standard to evaluate controls at service organizations is the Statement on Auditing Standard No. 70 (or SAS 70). This standard is an audit standard with a dual role: guide auditors in conducting an audit of controls at a service organization that are relevant to the financial audit of a user organization and provide guidance to financial auditors on how and when to use such a report. This standard was found to lack alignment with similar standards from the International Federation of Accountants (IFAC) and was recently split into two parts: one for the evaluation of controls and the other for using the report as part of an audit.

The new standard to evaluate controls at a service organization became an attestation standard, which is different than an audit standard. It requires additional responsibilities of management of the service organization but contains the same scope limitations of the current SAS 70. It can only be used to evaluate controls at the service organization that are relevant to an audit of the financial statements of a user organization. So that is the end of the interest of management to have BCP/DRP included in the new “SAS 70-equivalent” reports.

The AICPA has stated that areas that are not related to financial reporting of a user organization can be addressed by other standards in the “attest” family of AICPA standards. With this in mind, we have developed a reporting mechanism that allows a service organization management to provide assurance about financial reporting controls as well as BCP/DRP and Compliance at a service organization.

Here’s a summary of the response from the AICPA to a frequently asked question:

Q. — May SSAE No. 16 be used for reporting on controls over subject matter other than
financial reporting?
A. — No. SAS No. 70 does not apply to examinations of controls over subject matter other than financial reporting, and neither does SSAE No. 16. Such engagements would be performed under AT section 101, Attest Engagements (AICPA, Professional Standards, vol. 1), of the attestation standards. For example, an entity may be required by law or regulation to maintain the privacy of the information it collects. That information may be passed on to a service provider that performs certain tasks for the user entity. Even though certain controls over privacy are implemented at a service provider, management of the user entity is not relieved of its responsibility for effective internal control over the privacy of the information the service provider processes for the user entity. In this situation, management of the service provider may engage a CPA to report on the effectiveness of its controls over privacy that are relevant to the user entities and may provide that report to the user entities. Such an examination would be performed under AT section 101, not SSAE No. 16.

Our firm can help service providers and user organizations overcome the limitations imposed by the AICPA on SSAE 16 by complementing its service organization report with an accompanying attestation report that helps service management and user organizations meet their contractual obligations and satisfies regulatory and internal control requirements. To achieve this goal, we follow the directions of the AICPA in preparing a complementary report on BCP/DRP according to the AT Section 101 (attest engagements) standard and aligning the “system” covered by the SSAE 16 report with the one covered under the AT 101 report.

For more information about SAS 70, SSAE 16 or AT 101 standards and engagements, you can contact Felix Ramirez from Riebeeck Stevens Ltd.
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